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Installing and Configuring WDS for PXE Boot on Windows
Server 2016 2019 2022

Created by: Ari Novikoff, MCPS
Senior Pre-Sales Engineer Macrium Software

IMPORTANT ASSUMPTIONS AND NOTES

1. You are using this WDS server in a closed testing / deployment environment. Please do NOT do this in a live production environment without the
necessary clearance / permission / authority / licensing to do so.

. You are a network administrator and have domain administrator access or permission to use a Windows Server / Server license for this project.

. You are a network administrator and have the appropriate authority / permission to complete this project.

. You understand how to, are licensed to, and have created the Technician’s USB stick from your Deployment Kit for use further on in this
document.

. You have the proper Microsoft licensing to use the Deployment Kit for the purpose of this project.

. This server will be both a WDS and DHCP server for this closed environment.

. Macrium Software, its parent company Paramount Software UK Ltd, its affiliates and/or employees are not liable under any circumstances for
issues arising directly or indirectly from the use of this document.
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If the above assumptions and notes above do not pertain to your environment, license compliance, and/or permission, and/or if you do not
orﬂ! with the assumptions and notes above, then please DO NOT proceed. Your use of this document is subject to and constitutes your acceptance
of the above and is done so completely at your own risk.

Install and configure the WDS Role on Windows Server 2016/2019/2022.

1. Open Server Manager and select the Local Server

2. Click on Manage, then select “Add Roles and Features”

B Server Manager oD X

Server Manager * Local Server

Add Roles and Features
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3. Select “Role-based or feature-based installation”. Click “Next” when done.
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B Add Roles and Features Wizsed - o x
Select installation type DENCSERVERIO2E machsmaamo o

Bafors You Begin

Server Selection

Sedect the installation type. You can install roles and featunes on a running physical computer o viriual
maching or on an offne virtual hard disk [VHD).

# Role-based or feature-based installation
Configuane o single server by adding roles, role services, and festures.

) Ry te Diecl Services | P
Irestall required role senvces fior Virtual Desktop Infrastructure (VD) o create a virtual machine-based
oF senion-bated desktop deplayment

[ «previous | | et | nstal | [ Concel |

4. Select the destination server. Click “Next” when done.

T Add Roles and Features Wizard _ . «
Select destination server xmmmﬁ:mmrmsew

Before You Begin

Ingsallation Type

Server Roles

Featunes

Select & server or & vartual hard disk on which to install roles and features,

® Select a server from the senver pool
() Select a virtusl hard disk

Server Pool

Fiter: ]

Mame 1P Acdelrans Operating System

1 Computeris) found
This page shows servers that are running Windows Server 2012 or a newer nelease of Windows Server,
and that have been added by using the Add Servers command in Server Manager, Offing senvers and
newhy-added senvers from which data collection is still incomplete are not shown.

|¢Pmu|| Mext = | [ instan .

5. Select “Windows Deployment Services” from the Roles list. Click “Next” when done.
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fi Add Roles and Festures Wizard - O
DESTIATION SERVER
Select server roles DEMOSERVERZ02E macriumdsmadocal
Before ou Begin Select one or more roles to install on the selected server,
Installation Type Roles. Description
Server Selection [ L Active Dirsctory Federstion Services ~|  Windows Deployment Services
EEETR oo o Dy S| o s e
[ Active Directory Rights Management Services of rapidly and remotely deploying
Features ] Device Health Attestation Windows operating systems to
] OHCE Server computers over the network.
] DNS Server (Installed)
] Fam Server

[m] File and Storage Senvices (2 of 12 installed)

] Hest Guardian Service

] Hyper-v

] Metwork Policy and Access Services

] Print and Document Services

] Remate Access

] Remote Decktop Services

[ Volume Activation Services

] \Web Serer (I15)

A o [Ehe es (In:
o Deployment Server (Installed)
o Transport Server (Installed)

] Windows Server Update Services

[erevious ] [ o> | [ it | [Cconcel ]

6. To confirm the features that are required, click “Add Features”.
& Add Roles and Features Wizard b

Add features that are required for Windows
Deployment Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools
[Tooks] Windows Deployment Services Tools

[+ Inchude management tools (if applicable)

Add Features | | Cancel

7. Click “Next” on the Features list.
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s Add Roles and Festures Wizard

Select features

Before You Begin
installation Type
Sarver Salaction
Servit Roles

wDs
Riobe Senvices

Confirmation
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- m| b4

DESTINATION SERVER

DEMOSERVERINN f mssriumdesa locsl
Select one or more features o install on the selected senser.
Features Description
| L VM Shielding Tools for Fabric Management ~|  .MET Framework 3.5 combines the

power of the NET Framework 20
APz wath new technologes for

[ WebDAV Redirector
[ Windows Biometric Framewark

W Windows Defender Antivinus (Installed) building applications that offer

[] Windaws identity Faundation 3.5 appealing user interfaces, protect

[ Windows Internal Database your gustemers. persanal identity
¢ (W] Windows PewerShel (2 of 5 metalled) information, enable seambess and

[[] Windows Process Actreation Sennice
[ Windows Search Service

[ Windows Server Backup

[ Windows Server Migration Tools

[[] Windews Standards-E: sed Storage M
[ Windaws Subsystem for Linux

[ Windeows TIFF IFitter

[C] WinRM IS Extention

[C] WINS Server

[ Wircless LAN Service

| WioWiEd Support (Installed)

| NP Viewer (Installed) =

Secufe COMMuncatean, and provide
the ability ta model & range of
business processes.

rent

|4Pu-uau|| Next =

Irstall

8. Read through the notes for WDS installation and click “Next”

s Add Roles and Peatures Wizard

WDS

Before You Begin

Installation Type

Server Selection

Server Roles

Features

EE

Role Services

Confirmation

- O o

DESTINATION SERVER
DEMOSERVERDD TG mudriidierd lodil

You can use Windows Deployment Services to install and configure Microsoft Windows operating
system remotely on computers that ane FYE bled. Windows Deployment Senvices replaces Remate
Installation Services (RIS) and astists with the rapid adeption and deployment of Windows. The
Windows Deployment Senaces MMC snap-in allows you to manage all aspects of Windows Deployment
Senvices. Windows Deployment Services also provides end-users with an experience that is consistent
with Windows Setup.

Things to nate:

* Deployment Server requires that DHCP and DINGS services are available on your network. Transport
Senver doed not require sy additional robes oF senices. Bath of these sendces requsne an NTFS
partition for the file store.

* Before you begin, you need to configure Windows Deployment Services by running either the
Windows Deployment Senices Configuration Wizard or WDSUtiLexe. You will also need to add at
leazt one boot mage snd one install image to the image store.

* To install Windows operating systems from a Windows Deployment Senvices senver, either the dlient
computers must be PRE-enabled, or you must use the Windows Server 2008 B2 version of Windows
Prematallation Ermaranment (Windaws PE).

Install

[ <Previous | [ mext>

9. Confirm the Role Services and click “Next”".
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L v todes and Festures Wizard o L
. DESTINATION SEANER
Select role services DEMOSERVERZNA macrismdame tnesl
Before You Begn Select the role services to install for Windows Deployment Services
Installation Type Diescription
Server Selection Deployment Sarver provides the full
Server Roles functionality of Windaws
Deployment Senvices, which you can
Features use to configure and remotely install
Windows operating systems. With

W
S Windows Deployment Services, you
[ _ole services | con cresteand customice moges
Caonfirmation and then use them to reimage
computers. Deployment Server =
dependent on the cone parts of
Transport Server.

| <Previous | | Nes> | [ nstan E

10. One last chance to make changes. Confirm by clicking “Install”.

fEs Add Roles and Festures Wizard = m] =
Confirm installation selections el

Before ‘You Begin Tor install the following robes, role senices, or features on selected senver, click Install.

Installation Type [ Restart the destnation server suts
Saryer Selection Optional features (uch as administration tools) might be deplayed on this page because they have
been selected sutomatically, If you do not want to install these optional features, click Previous to chear
Server Roles thasir check boes
Fadtures
WO5 Remate Server Adminsstration Tools
N Role Adminigtration Tools
S son Windows Deployment Services Tools
Windows Deployment Services
Deployment Server
Tranzpart Sener

Export configuration settings
Specify an alternate source path

| [ [

11. Wait for the installation to complete and click “Close”
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NATION SESVER
DEMOISERVERID O srilariumasna baay

e b |

tion progres:

View installation progress

O Fearure insmallation

Remote Server Administration Tools
Role Administration Tools
Windows Deployment Services Tools
Windows Deployment Services

SO
CEELNTE

Transport Server

__ You can dhode thes wizard without intemipting funming tasks. View task progress of open this
page again by clicking Motifications in the command bar, and then Task Detads.

Export configuration settin g5
Cloze

12. In the search pane type “Windows deployment services” and click on the app when it comes up.
B O @
Eest match

pig  Windows Deployment Services

) Deskiop app

£ windows depl-::l

13. Now we begin the process of configuring WDS. Right click on your server and select “Configure Server”.
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B Windows Deployment Senvices
File Action Veew Help
|2 m s B

! Windeews Deployment Senvices I L e ——
w 33 Servers
3 DEMOSEF ==as= —

» G Active Dinocts Cenfligure Server Windows Deployment Services is not configured

Remave Sencer
sivel 13 not conligured. To comfiguee this server, aght-chck the server, snd then chick Configure Senver.

View F quit be o boval adoinsitistes 16 perfoom this tagk.
Refresh
Help

14. Read through the information screen and click “Next”.

! Windows Deployment Services Configuration Wizard

Before You Begin

You can use this wizard to configure Windows Deployment Services. Once the server is
configured. you wil need to add at least ane boot image and one install image to the server
befors you will be able to install an operating system.

Before you begin, ensure that the following requirement s ane met -

= The server is a member of an Active Directory Domain Services (AD D5) domain, or
& domain controller for an AD DS domain. i the server supports Standalone maode. it
can be configured without having a dependency on Active Directory.

~  There is an active DHCP server on the network, This i bacause Windows
Deployment Services uses Pre-Boot Execution Enwironment (PXE), which rebes on
DHCF for IP addressing.

~  There is an active DNS senver on your network

= This server has an NTF5 file system pariition on which to store images.

To continue, chick Next.

N e ==

15. Select “Standalone Server” and click “Next”.

Note: While you can select “Integrated with Active Directory”, that is beyond the scope of this document.
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ﬂ Windows Deployment Senvices Configuration Wizard >

Install Oplions

Sedect one of tha following options:
() Irtegrated with Active Directory
This server is & member of an Active Directory Domain Services (AD DS) domain,
or a domain controber for an AD DS domain.

(®) Standalone server
Corfigure the senver 5o that & is standalone, operating independently of Active

<oack [ Nea> ][ Conee

16. Create a remote installation folder or use the default given. In this example, we're using the default “C:\Remotelnstall”. Click “Next”.

Note: If you select a folder on the same volume as your operating system, you'll have a System Volume Warning pop up. Read it and click “Yes”
if )@re comfortable with moving forward, or pick another volume to store the Remote Install folder.
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* Windows Deployment Services Configuration Wizard x

Remote Installation Folder Location

The remacte installation folder will contain boot images. nstall images. PXE boot fies.
and the Windows Deployment Services management tools. Choose a partition that is
large enough to hold all of the images that you will have. This partition must be an
NTFS partition and should not be the system partition.

Enter the path to the remote installation folder.

Path:
[ \Remoteinstal Browse ..

< Back Cancel

System Volume Warning

The volume selected is also the Windows system volume. For
! best performance and data reliability, the remote installation

folder should be stored on a separate volume, and, where

possible, on a separate disk from the system valume,

Do you want to continue?

Yes Mo

17. For your PXE Initial Settings, please select “Respond to all client computers (known and unknown)”. Click “Next".

Page 9



Document Title Goes Here

! Windows Deployment Services Configuration Wizard *

PXE Server Initial Settings 3
i

You can use these sattings to define which client computers this server will respond to. Known clients are

the chents that have been prestaged. When the physical computer pesforms a PXE boot, the operating

Select one of the following options:
(_) Do not respond to any client computers
(O Respond only to known client computers
(®)|Fespond 1o all chent computers frown and unknown]
Reguire administrator approval for unknown compaters. When you select this option, you must

[[J apprave the computers using the Pending Devices nade in the snap+n. Approved computers wil be
added to the st of prestaged clients.

To configure this senver, click Nest.

<Bock [ Mea> || Cance

18. Wait for the WDS initial configuration to complete.
B Windows Deployment Services Configuration Wizard W

Task Progress

Starting Windows Deployment Services

g W =]

19. Click on “Finish” once the initial configuration is completed.

Page 10



Document Title Goes Here

B Windows Deployment Services Configuration Wizard =

Operation Complete

You have successfully configured Windows Deployment Services. To modify any of the server

MNow that you have configured the server, you will need to add images. These images include a boot
image (which is the bootable environment that you initially boot the compater into), and the install
images (which are the operalting system images that you deploy).

To add images when this wizand closes, select the following check box. To add images at a later time,
right-chck the Install Images or Bool Images node in the snap-n.

[[] Add irnages to the server now

To close this wizard, click Finish.

B ] (o

20. There are still a few things to set up. Right click on your server again and this time select “Properties”.

B Windows Deploymeent Services = O -
File  Action  View Help
e nm &5 Hm

! Windiows Deployment Services ] DEMOSERVER2 D1 e riumdemabocal

w @ Servers

v Tty DEMSERVED M3 mserisrom s Hame
7 Instate Propertes T
5 [l Bt lir Rerreoe Sereer tImages
5 i Pendne Jirneg Devices
5 L Musca Al Tagks. ¥ Geaat Transmridion
¥ g Drivers View » BE
& Active Disector
Refresh
Export List.-
Help

21. Go to the PX Response tab. If you need to make any changes for your environment, change it here. Otherwise, leave the earlier selection of
“Respond to all client computers (known and unknown)” as your choice.
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DEMOSERVER2019 Properties

X
Multicast Advanced Network TFTP
General PXE Response AD DS Boot Client DHCP
PXE Response Policy

Define which client computers this server will respond to. Known
clients are clients that appear in the list of prestaged devices.

(O Do not respond to any client computers
(O Respond only to known client computers
(® Respond to all client computers (known and unknown)
] Require administrator approval for unknown computers. When
you select this option, you must approve the computers using

the Pending Devices node in the snap-n. Approved computers
will be added to the list of prestaged clients.

PXE Response Delay
Adjust how quickly this server responds to clients.

Delay in seconds: |0 =

[0k ]I concel || sonl

22. Select the “Boot” tab and change the PXE Boot Policy. For known clients (computers that have already been identified on the network), select

“Require the user to press the F12 key to continue the PXE boot”. This will allow known clients to boot into their installed OS if you don't interact
with the keyboard within the time limit.

For unknown clients, select “Always continue the PXE boot”. This will ensure that new machines use PXE boot to get their base Macrium
Deployment Kit image.
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DEMOSERVER2019 Properties X

Multicast Advanced Network TFTP
General PXE Response AD DS Boot Client DHCP

PXE Boot Policy
After a network boot is inttiated, define when a PXE boot will continue.
Known clients:

(® Require the user to press the F12 key to continue the PXE boot
(O Always continue the PXE boot

(O Continue the PXE boot unless the user presses the ESC key
(O Never continue the PXE boot

Unknown clients:

(O Require the userto press the F12key to continue the PXE boot
(® Always continue the PXE boot

(O Continue the PXE boot unless the user presses the ESC key
(O Never continue the PXE boot

Default boot image (optional)
%86 architecture:

x64 architecture:

am architecture:

amb4 architecture:

%86 (UEFI) architecture:

%64 (UEFI) architecture:

[0k ] concsl || fonl

23. Because this is both the WDS and DHCP server, select the DHCP tab and ensure that both checkboxes are selected. This will automatically
configure option 60 in DHCP.
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DEMOSERVER2022 Properties X

Multicast Advanced Network TFTP
General PXE Response AD DS Boot Client DHCP

If Dynamic Host Configuration Protocol (DHCP) is running on this server,
check both of the following check boxes and use DHCP tools to add
appropriate PXE options to all DHCP and DHCPv6 scopes.

If a non-Microsoft DHCP server is running on this server, then check the first

box and manually configure DHCP option 60 and DHCPvE Vendor Class for
Proxy DHCP.

[ Do not listen on DHCP ports
[#] Configure DHCP options to indicate that this is also a PXE server

ok 1 comcel [[ omy |

24. Now we need to add a boot image to the WDS server. Insert your Macrium Deployment Kit Technician's USB stick (or mount the ISO) to your
server, and navigate to the sources folder. In this example, the USB stick is mounted as drive “D”, so the path is “D:/Sources”. You'll find the “boot.
wim” boot image file there.

“ o 4 [ Dsowrced 7]& | search:
Marnie h Date modifeed Type Size
gk Quick seeess .
| boctwim 2112171234 .. WIM File 349,116 KB
B Desktop #+ -
& Downlosds +
4 Documents *
=] Picturns *
B This PC

» x DVD Dve (D) Macriom Technician's Media

25. Right click on the “boot.wim” file and select “Copy”.

~

MName Date modified Type Size
(1 bm]“ ] 2021-12-1712:34 .. WIMFile 349,116 KB
' Open with
' & Share
' Send to >
Copy

Create shortcut

Properties
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26. Go to your desktop, right click and select “Paste”. You should see a copy of the “boot.wim” file on your desktop now.

L
Set by
Redresh

Peste

Paste shedteut
New

1 Dupley settings

& Personalize

27. Go back to the WDS Console, expand your server, and right click on “Boot Images”. Select “Add Boot Image”.

Q Windows Deployment Services
v o5 Servers
v [p DEMOSERVER2019.macriumdemo.local
| Install Images
+| Boot Imanes
% Pendir Add Boot Image...

& Presta i
5 . Wiew ’
g3 Multic
> . Driver: Export List..,
Ip demoserv
n Active Directc Help

28. Click “Browse” and go to your desktop. Double-click on the “boot.wim” file we copied over above.
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o add e Wizard »

- ol

Enter the location of the Windows image file that containes the mages 1o add.

[l bpcation:

[—=|

Bicke: The defaul oot and install mages (Bood wim pnd Instal wim) ar lecated on the

inatallation DVD) in the "Sources fokder,
e infematin Brnd P el e Bl

B S e Lo By b
4 Bl s Tha P o Desidep w & Samnch Dmidep F-3
Crgesize = Plew folde = I
Hasir - D gl T4
¢ Duich aeveis ) = —_—
e . ] bt FrRE T
& Downieadt.
.ﬂ (Bocumant: o
= Fulee #
0 Ths P
& WD oo 0] Wascr
i Bt
i ¥
Vi pame: | poin wom | :'H-lhmhhﬂ i
oo ] [ o |
29. Confirm the path and click “Next”.
B Add mage Wizard ®

- <

Bt i ot of the VWindkows imnge Tk B ontaird the mmaged 1o sid.

[Fle Incattion:
-\ Lisers ' Miacrium.Admin' Desitop boct wim | | Bowss..

[Nobe:: hdinlbudnﬂhﬂh.wm-h-ﬂ Irestall wirn) are located on the
instalation DAY in the \Sounces fokder.

BT hee> ] [ cancd |
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30. Give the image a name and description. For this example, we used “Macrium Deployment Kit Recovery Environment” as the Image Name, and
“Microsoft Windows PE (amd64)” as the description. Click “Next” when done.

8 Add Image Wizard *

image Metadato f.?

Enter 2 name and description for the following image:
‘Mhcrosoft Windows PE (amdbd)

Image name:

Macrium Deploymert ki Recovery Environment] ]

Image description:

Micrasclt Windows PE (amd6d) |

Image architecture:
xB4

<ok o> ] [ o

31. Review the final summary, and click “Next".

x

B Add Image Wizard

You have sslacted the follawing images
Image group: Boot Images
Image fila: C:\Users \Macrium Admin '\ Desldopboot wim

To change your selection, click Back. To add the selected images to the server, cick
Meod .
= ==

32. Wait for the operation to complete and click “Finish”.
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f Add Image Wizard

—
Task Progress =

The operation is complete

The selected images were successfully added to the server.

< Back Cancel

33. Confirm the boot image by going back into the WDS Console, click on “Boot Images” and see your new boot image in the right-hand pane.

% Windows Deployment Sendces
File Action View Help
e 2m = Em

! ‘Windows Deployment Seraces

Boot Images 1 Boot Image(s)

¥ Jj EN;?MIJSEIWEMDW maciumdemmodocal Image Name Architecture Status Expanded Size Daste OS5 Ver
> 7] Install lmages ) [EAMscium Deployment Kit Recovery En.. x4 Online  1850MB 2002 10022

» £ Bootlmages
» [tk Pending Devices
» s Prestaged Devices
» [ Multicast Transmissicns
[ Drivers
> [y Active Directory Prestaged Devices

WDS is setup and ready, however you still need to ensure that DHCP is installed on this server and that option 60 is enabled to have PXE compatible
systems boot into this Macrium Deployment Kit Recovery Environment.

See Installing and Configuring DHCP for PXE Boot on Windows Server 2016 2019 2022
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