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Setting up permissions for Mailbox Restore

MS Exchange 2007 or more recent

1. Open the Microsoft Exchange Management Shell as an administrator.
2. Run the following commands:

Add- Mai | boxPermi ssion -identity MAILBOX -user USERNAME - AccessRights Full Access -1nheritanceType All
Add- ADPer mi ssi on -user USERNAME - Ext endedRi ghts Send- As MAI LBOX
Add- ADPer m ssi on -user USERNAME - Ext endedRi ghts Recei ve- As MAI LBOX

substituting USERNAME and MAI LBOX with your own username and the name of the user of the target mailbox.

MS Exchange 2003
1. Click Start > Administrative Tools > Active Directory Users and Computers.

2. Under Users, right click on the user whose mailbox you wish to restore to, and click Properties.

Active Directory Users and Computers
@ File Action ‘Wiew ‘Window Help
cor EmyBXE B 2D BB ETYEE

@ Active Directary Users and Computer
(-] Saved Queries
- Zk3test local

MName Type Descripkion
2] Builin ﬁ Administrator User Built-in account For admini. ..
(2 Computers ﬁECert Publishers Security Group ... Members of this group are. ..
[<8] Domain Contrallers ﬁDnsAdmlns Security Group .., DNS Administrators Group
L1 FareignSecurityPrincipals ﬁDnsUpdateProxy Security Group ... DNS dlients who are permi ..
25 Users ﬂEDUma\n Admins Security Group ... Designated administrators. ..
Domain Computers Security Group ... All workstations and serve. ..
ﬂDoma\n Contrallers Security Group ... Al domain cantrollers in th...
gEDoma\n Guests Security Group ... Al domain guests
gEDoma\n Users Security Group ... All domain users
@Enterpr\se Adrins Security Group ... Designated administrators. ..
mExchange Domain Servers Security Group ... Microsoft Exchange Damai. ..
mExchange Enterprise Servers Security Group ... Microsaoft Exchange Enter. ..
Group Policy Creator Owners  Security Group ... Members in this group can. ..
%Guest User Built-in account For guest ...
ﬂiHeIpServicesGroup Security Group ... Group For the Help and Su...
ﬁEIIiWPG Securiy Group .., 115 Worker Process Group
ﬁ IUSR_TSTSWROL User Built-in account for anony. ..
ﬁ IWaM_TSTSVROL User Built-in account for Inkern,..
ﬂRAS and A3 Servers Security Group ... Servers in this group can ...
ﬂSchema Admins Security Group ... Designated administrators. ..
%SUPPORT 386945a0 User This is & vendor's account L.

!ﬁTeInetClients Sefahtoo o Members of this group ha...
Add to a group. ..

Disable Account
Reset Passwoard. ..
Move, ..

Exchange Tasks...
Dpen Home Page
Send Mall

All Tasks

| | Cut
Delete
Renarmne

Help

|Opens the properties dialog box Far the current selection,

3. In Exchange Advanced, click Mailbox Rights.

Page 1



Document Title Goes Here

Target Mailbox Mame Properties EH

kember OF I [hal-in I E nvironment I Sesziong I Remate cantral I

Terminal Services Profile I COk+ I Exchange General I
General I Address I Account I Prafile I Telephones | Organization |
E-mail Addresses I Exchange Features Exchange Adwvanced

Simple display name:

[ Hide from Exchange address lists
[T Downgrade high prionity mail bound for 3400

Wiew and modify custom attributes Custom Atibutes,

Configure server and account information LS Settings...
for Internet lozator zervice =

Wiew and modify permissions to access
thiz mailbiox

Adrminiztrative Group: First Adminiztrative Group

k. Cancel

4. In the Permissions dialog, click Advanced, select your user name in the list, and click Edit.

If your user name does not appear on the list, then click Add, use the dialog to select your user name, then click OK.

Advanced Security Settings for Target Mailbox Name
Permissions for Target Mailbox Name
Permissions | Owner |
Mailbos Rights |
To view more information about special permissions, select & pemission entry, and then dlick Edit
Group or user names

€ Administiator [2K3TEST\Administrator] j Feimission entries

€7 ANONYMOUS LOGON Type |_Permission [ Inheited From [ Apply To B
€7 Domain Adrins (2K3TEST\Domsin Admins) Al S pecial <notinherted T his ohjsct and subo
. L Allow  TSTSVROTG KT Special Patert Object  This ahisct and subo
€01 Enterpise Admine (2KATEST\Enterpise Adrinc) - Deny  Exchange Domain .. Fullmalbos asc.. Parertibiect  This obiect and subc
Fuaniona
B

Deny  Domain Admins (2K3..  Full maibox acc...  Parent Object This ohiect and subc.
& Enterprise Admins (2. Full mailbox acc...  Parent Object This ohiect and subc.
m o

s 4 Ul ma - T nd ciibe
—_"I ﬂl Everyone Flead permissions  Parent Dbject This object and subc

ANONYMOUS LOG Read permissions ~ Parent Object This ohiect and subc.

Edi | [ R

Pemissiorss for Administiator Allow Dery

Drelete mailbax storage

Read pemissions
Change permissions
Take awnership
Full mailbox access

OdEEEE

Agsociated external account

o -

For special permissions or for advanced settings, Advanced
click Advanced — Learn more about access contral.

ok | gl | s |

5. Check Full mailbox access - Allow , and click OK.
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Permission Entry for Target Mailbox Name
Object |

Thiz permizzion iz inherited from the parent object.

Marme: I.-’-'-.dministratu:ur [2K3TEST “Administratar] Change... |

Apply onto: IThis object and subcontainers j

Pemizzions: Ao Deny

Delete maiboy storage O
Fiead pemizsions O
Change permizgions O
T ake ownership O
Full mailbox access
Azzaciated external account O

r Apply theze permizzions: to objects and/dar [Elear &l |

containers within thiz container anly

] I Cancel |
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