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Verifying image and backup files

Backup verification checks the entire contents of backup files against MD5 message digests (Hashes) created from the source data when the backup was
created. For more information on the verification process see: Understanding Image Verification Failures

To verify Image and File and Folder backup files using the command line see: Verifying image and backup files from the command line

To verify using the Macrium Reflect user interface follow the steps below:

Disk Images

1. Click the 'Image Restore' tab, choose the Image you want to verify, click the 'Other Actions.." link and select 'Verify Image':

Image Restore [File and Folder Restore Microsoft Exchange Restore SQL Server Restore
r;) Browse for an image file... O Refresh —I‘] Folders to search
GPT Disk 1 [8A6756D2-A748-44E1-84A7-0EDADESD1306] - Samsung SSD 850 EVO 250GB EMT0286Q <232.88 GB>
. H-ERN ()
NTFS Primary
I
130.20 GB
499.0 MB 100.0 MB 16.0 M8 232.28 B
Sort by... ¢ Backup Date Location File Name Images that contain drive: |C: N
>\ FAETCCA104634FA1-45-45.mrimg - A
2" Folder: DAWORKING\CBT\ EG Browse Image  “gg Restore Image
Type: Incremental Delta
Date: 12/03/2020 22:39 .
Image ID: FAE7CCA104634FA1 Boctiace + iivd scieie. ©
I (a Verify Image
. FAE7TCCA104634FA1-44-44.mrimg < Differential
72 Folde  DAWORKING\CBT\ e DIl
Type: Incremental Delta Create Incremental
Date: 12/03/2020 21:42 »
Image ID:  FAE7CCA104634FA1 Delete file
2. Click the 'Verify' button in the dialog that opens:
Verify
Verify Image
Start the verification process.
Selected Image
Image ID FAE7CCA104634FA1
A Backup Date 12/03/2020 22:39
f"’ Drive Samsung SSD 850 EVO 250GB EMT02B6Q
“  Partition <No Name= (C))

Automatically attempt repair |:| Verify just this Incremental |:|

< Back Next > Cancel

Note: If you do not see the 'Automatically attempt repair' option then please take the '‘Other Tasks' > 'Check for updates' menu option to
upBidde to a later release.
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Automatically If selected and corruption is detected in a backed up data block then the current live file system is checked to see if it
attempt repair contains the original data. If found then the Image file is repaired by replacing the corrupt data.

If not selected and corruption is detected and the current live file system contains the original data then the following
message box is shown to either cancel the verification or correct the data:

Data Verification Failure X

Block 4436 - Failed verification but can be repaired

Repeat for all Cancel

Selected 'Repeat for all' to repair subsequent blocks automatically.
Note: Verification will halt on the first un-repairable block detected.

Verify just this By default, the entire backup set required to restore the selected backup file will be verified. Select this option to just verify
Incremental the integrity of the selected Differential or Incremental.

File and Folder Backups

1. Click the 'Restore' tab, choose the File and Folder backup you want to verify and click the 'Other Actions.." link and select 'Verify Image":

Image Restore I File and Folder Restore IMicrosoft Exchange Restore SQL Server Restore

ro Browse for a backup file... O Refresh -EE Folders to search

Search backup files
(O Al files in view

‘ Enter all or part of the file name. Separate multiple file names with a ;' ~ ‘
(®) Selected file
Modified
(@ All dates () Dates between:  |17/03/2020 ‘ to ‘17/03/2020 ‘
Sort by... Jd Backup Date Location File Name 1, View Load Errors
-l:‘j 1F7A91D25B615506-03-03.mrbak ” -
’& Folder: \\build_hg\v7_2\backups_ff\ B Browse Backup & Restore Backup

Type: Incremental Delta
Date  05/03/2020 11:43 | : )
Image ID: 1F7A91D25B615506 EQ van, fucis I Qi ke <

2. Click the 'Verify' button in the dialog that opens:
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Verify

Verify Image

Start the verification process.

Selected Image

Image ID 1F7A91D25B615506
sl Backup Date 05/03/2020 11:43
1-; Drive File Backup Virtual Drive
Partition File Backup Virtual Drive

Verify just this Incremental |:|

< Back Next > Cancel

Verify just this By default, the entire backup set required to restore the selected backup file will be verified. Select this option to just
Incremental verify the integrity of the selected Differential or Incremental.

Page 3



	Verifying image and backup files

