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Generating a PowerShell source file

For an example of a generated PowerShell source file please see: Example PowerShell Source File

To generate a PowerShell file select the XML Definition Files' tab on the main window then right click on a file and select 'Generate a
PowerShell Script File'.

Create a Backup | Backup Definition Files | VBScript Files

= O/70 QLA
File Marne Path Type

E o . o

F= Open Containing Folder

&y Addto list
S Edit
Bename
& Delete
Duplicate
€2 \Validate
Bun Mow b
435 Schedule

Image Of

= (enerate a VBScript File

5 Generate a PowerShell Script File

_7 Create a Desktop Shortcut
? Advanced Properties

This opens the PowerShell Script Generation Options dialog:
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PowerShell

Output e
Shutdown Enter output directory and file name
Application Event Logs L

Run Once A Day

Run Programs

Vista Elevation

Directory Synchronisation

Directory |C:VJ5ers\Dethomments‘Reﬁect‘\

File Name | FDLpsl

Property = Value
Directory = The folder where the source file is saved

File name The name of the PowerShell source file. This defaults to the XML file name with a ..ps1 extension

Shutdown
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PowerShell

Application Event Logs
Run Once A Day

Run Programs

Vista Elevation

Directory Synchronisation

Output e
Shutdown % Shutdown or Log Off after running this script
L

If enabled, your PC will shut down or log off at the end of the script. This could be used to
create an image or backup as the last job of the day.

[w] Enable Shut Down

(®) shut Down
() Log Off

i Wite-Host ' * Initiating shutdown... ' -NoNewLine;
; (Get-WM Obj ect Wn32_OperatingSystem - ConputerNarme '.' -Enabl eAll Privileges).Wn32Shut down(8);
Property Value

Enable Shut Down = Select to enable this property
Shut down The PC will shut own at the end of the backup

Log Off The user will be logged out at the end of the backup

Application Event logs

Please note that Macrium Reflect Server and Server Plus Edition includes Windows Event logging built-in.

Page 3



Macrium Reflect KB

Ly

PowerShell

Output N )
Shutdown Write messages to the Reflect log in this script
Application Event Logs v,

Run Once A Day

Run Programs

Vista Elevation

Directory Synchronisation

[w] wirite & message on success

Macrium Reflect - Successful Backup

[w] wirite a message on failure

Macrium Reflect - Backup Failed

if ($iExitCode -eq 0) # if backup conpleted successfully...

{
Wite-EventLog -EntryType Information -Eventld O -LogNanme Application -Message "Macrium Reflect -

Successful Backup" -Source "Macrium Reflect"

}
if ($iExitCode -ne 0) # if backup failed...
{
Wite-EventLog -EntryType Error -Eventld 1 -LogNane Application -Message "Macrium Refl ect - Backup
Fai |l ed" -Source "Macrium Reflect”

}

Property Value

Write a message on success | Enable a Windows Event on successful backup
Enter the message text in the edit box below

Write a message on failure Enable a Windows Event for failed backups

Enter the message text in the edit box below

Run Once a Day
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Output

Shutdown

Application Event Logs
Run Once A Day

Run Programs

Vista Elevation

Directory Synchrenisation

=
Only run this script once a
‘E) y P day

It can be useful to execute a script the first time you logon, logoff or shut down. Using this
component you can be sure that an event triggered task only runs this script once a day.

E Run Once a Day.
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i f (HasRunToday)

{
Wite-Host ' * Script already executed today. Exiting...';
Wite-Host "Script finished with exit code 0.';
Exit O;

HE KKKk Rk Kk k h kA kA kA KA KR K KK R KKK KKK A A KK KKK KA KA KA KA K R K R KR Kk h kA kK AR AR A IR KAk Xk

#* Func: HasRunToday
#*
#* Desc: determines if this script has run today
#*
#******************************************************************************
function HasRunToday()
{
Wite-Host ' * Checking last run time... ' -NoNewLine;
$strRegPat h = ' HKCU: \ Sof t war e\ Macri uml Ref | ect\ Scripts';
$bool RanToday = $fal se;
$strDateToday = Get-Date -UFormat %%,
if (Test-Path $strRegPath)
{
try
{
$strLastRunDate = (Get-ltenProperty -Path $strRegPath - Name $strScriptPath -ErrorAction
Stop) . $strScri pt Pat h
if ($strLastRunDate -eq $strDateToday)

$bool RanToday = $true;

}
} catch { };
}
if (!$bool RanToday)
{
Set-ItenProperty -Path $strRegPath -Nane $strScriptPath -Val ue $strDateToday;
}

Wite-Host 'Done."';
return $bool RanToday;

}
Property Value
Run Once a If selected, will only enable this script to run once per day. This is useful for example if you want a backup to happen at first
Day login or shutdown.

Run Programs

Page 6



Macrium Reflect KB

Ly

PowerShell

Output N )
Shutdown Run programs or scripts from within this script
Application Event Logs v,

Run Once A Day
Run Programs

Vista Elevation

Directory Synchronisation
E Run & program or script at the start,

File name: | C:Wsers\Public\Admin\Before backup.bat

Parameters: |

[#] Fun & program or script at the end.

File name: | C:Wsers\Public\Admin\After backup.exe

Parameters: |

Wite-Host ' * Executing "at start" program.. ' -NoNewLine;
$strRunAt Start App = ' C\Users\Public\Adnin\Before backup. bat';
$strRunAt StartArgs = '"';

if ([string]::1sNullO Enpty($strRunAtStartArgs))

Start-Process -FilePath $strRunAt StartApp;

}
el se
{
Start-Process -FilePath $strRunAtStartApp -ArgunentLi st $strRunAtStartArgs;
}
Wite-Host ' * Executing "at end" program.. ' -NoNewlLine;
$strRunAt EndApp = ' C:\ Users\ Public\Admi n\ After backup. exe';

$strRunAt EndArgs = '";
if ([string]::1sNull O Enpty($strRunAt EndArgs))

Start-Process -FilePath $strRunAt EndApp;

}
el se
{
Start-Process -FilePath $strRunAt EndApp - Argunent Li st $str RunAt EndAr gs;
}
Property Value

Run a program or script at the start =~ Select to enable a program or script to run before the backup starts

File name The path and executable file name
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Parameters Optional command line parameters for the program
Run a program or script at the start = Select to enable a program or script to run when the backup ends
File name The path and executable file name

Parameters Optional command line parameters for the program

Vista Elevation

Ly

PowerShell

Output e
Shutdown Run this script with elevated priviliges in Windows Vista
Application Event Logs L

Run Once A Day
Run Programs

Vista Elevation

Directory Synchronisation

When enabled this script will prompt for elevation and run all called programs with elevated
privileges.

Mote: The return code from this script will always be zero. If you are running this script from
the scheduler then this option is not necessary, The scheduler will elevate the script at
start-up.

[w] Enable elevation. (vista/Windows 7 Only)

Page 8



Macrium Reflect KB

function Main()

{
Wite-Host ' PowerShell script for Macrium Reflect Backup Definition File';
Wite-Host "BDF: $strXml FilePath";

El evat e;

HE KKKk Rk Kk k h kA kA kA KA KR K KK R KKK KKK A A KK KKK KA KA KA KA K R K R KR Kk h kA kK AR AR A IR KAk Xk

#* Func: Elevate

#*

#* Desc: Elevates this script for UAC

#* This nmeans that only one UAC El evation pronpt is displayed and

#* functions/prograns will not fail if they require admn privileges.
#*

Hr KKKk Kk ok k ok ok kA kA kA kKK KKKk Kk hhhkhhhh Kk h kA Ak AR Ak KK Rk Rk khkhhhkhkhkhkhkkk kA Kk kk k kX Kk

function El evate()

{
# Only elevate if not ran fromthe task schedul er.
Wite-Host ' * Checking elevated access rights... ' -NoNew.ine;
{

# Check to see if we are currently running "as Adm nistrator”
if ('([Security.Principal.WndowsPrincipal][Security.Principal.Wndowsldentity]::GetCurrent()).lslnRole
([Security. Principal.WndowsBuiltlnRol e]"Adninistrator"))
{
$El evat edProcess = new obj ect System Di agnostics. ProcessStartlnfo "Power Shel | ";
# Specify the current script path and name as a paraneter
$strType = Get BackupTypePar aneter;

$El evat edProcess. Argunents = "-ExecutionPolicy Bypass & '" + $script: Ml nvocation. MyConmand. Path + "'
$strType";

# Indicate that the process should be el evated

$El evat edProcess. Verb = "runas";

# Start the new process
[ System Di agnosti cs. Process]:: Start ($El evat edProcess);
# Exit this unelevated script with exit code for "Error: Not el evated"
Exit 3;
}

}
Wite-Host 'Done.';

if (-Not $s) §

Property Value

Enable If selected will enable UAC elevation for the entire script. This enables functions and programs to run outside the context of
Elevation Macrium Reflect without requesting further elevation.

Directory Synchronization
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Output

Shutdown

Application Event Logs
Run Once A Day

Run Programs

Vista Elevation

Directory Synchronisation

e,
E Synchronise destination directory
3

When enabled backup/image file(s) will be synchronised in the chosen directory after the
backup completes.

[w]Enable directory synchronisation

Directory: | D:\Archive| HZI
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if ($iExitCode -eq 0) # if backup conpleted successfully...
{
$strBackupDir = Get Last BackupPat h;
if (![string]::1sNull O Enpty($strBackupDir))
{
Synchroni seDi rectories $strBackupDir 'D:\Archive';

#******************************************************************************
#* Func: SynchroniseDirectories

#*

#* Desc: Copies all MacriumReflect files to a supplied directory.

#*
#******************************************************************************

function SynchroniseDirectories($strSrcDir, $strDstDir)

{
Wite-Host ' * Synchronising directories... ' -NoNewLine;
i f (Get-Command robocopy -ErrorAction SilentlyContinue)
{
# robocopy is available...
# [ copy: DAT - D: Data
# A Attributes
# T: Ti me stanps
# [ purge - deletes destination files and directories that no | onger
# exist in the source
# /lev:0 - Does not copy subdirectories
& obocopy $strSrcDir $strDstDir *.nr* /copy: DAT /lev:0 /purge /r:0 | Qut-Null
}
el se
{

# Fall back to xcopy...

# Delete files fromthe target directory not present in the source directory
$strDstDirChildren = $strDstDir+"\*";
Get-Childltem $strDstDirChildren -include "*.nmr*" | Foreach-Cbject {
$strMaybeDel etedSrcFile = $strSrcDir + '\' + $_. Nane;
if (-not (Test-Path $strMaybeDel etedSrcFile))
{
Rermove-ltem $_

}

el se

$SrcFileTime = [datetine] (Get-ltenProperty -Path $strMaybeDel etedSrcFile -Nane LastWiteTine).
lastwitetinme;

$DstFileTime = [datetine] (Get-ltenProperty -Path $_. Ful | Nane -Name LastWiteTine).
lastwitetine;

$SrcFil eTinmeString = $SrcFil eTime. ToString("yyyMdHHMSS")

$DstFil eTimeString = $DstFil eTi ne. ToString("yyyMHdHHMSS")

if ($SrcFileTimeString -ne $DstFil eTi neString)

{
Renove-ltem $_
}
}

}
# /c - Continues copying even if errors occur.
# /d - Date check; only copies if file does not exist or is older.
# /h - Copies hidden and systemfiles.
# /i - |If the destination does not exist, and you are copying nore than one
# file, this switch assunes that the destination is a folder.
# /v - Verifies each new file.

#/ly - Overwites existing files w thout pronpting.
&xcopy $strSrchDir\*. m* $strDstDir /c /d /h /i /v /y | Qut-Null

}
Wite-Host 'Done.';
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Property Value

Enable directory If enabled will use the MS utility RoboCopy to synchronize the backup target directory with the supplied
synchronization directory.

Directory Enter the folder that you want to synchronize your backup files to

Click 'OK' to generate the PowerShell source file
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